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When thinking about the Protection of Personal Information Act 4 of 2013 (“POPIA”) individuals often, mistakenly so, think about the

protection of personal information belonging to themselves only. This is the case given that many jurisdictions, particularly the European

Union’s General Data Protection Regulation 2016/679, only finds applicability in relation to the personal information of individuals.

However, POPIA’s reach is unique in that provision relating to the protection personal information extends beyond individuals to include

juristic persons such as companies, trusts and associations. This broader application means that businesses must not only protect the

personal information of individuals, but also personal information relating to companies and legal entities with which they engage, including

its own personal information.

The Western Cape High Court (“High Court”) recently found that a former employee had unlawfully accessed and stolen sensitive company

data over a 9-year period. From a POPIA perspective, there are certain important considerations that this judgement gives light to.

Last week, the High Court found that –

a former employee of a poultry conveying equipment manufacturer, Technical Systems Proprietary Limited (“Technical Systems”), had

unlawfully accessed and stolen over a thousand copyright-protected engineering drawings over a 9-year period; and

these designs were used to replicate the production plant of Technical Systems allowing the former employee and his associates to

compete directly and unfairly with Technical Systems for nearly 15 years.

The High Court ruled that the manufacturing operations of the former employee (and his associates) must cease and that there must be a

destruction of all related stolen records from the computer systems and electronic devices.

What must be considered from a POPIA perspective is that –

POPIA applies to processing of personal information of juristic entities in the same way that it applies to that of individuals. Section 14 of

the Constitution of the Republic of South Africa, 1996 guarantees the right to privacy to every person in the Republic of South Africa. This

right has been extended to juristic persons. In The Investigating Directorate: Serious Economic Offences and others v Hyundai Motor

Distributors (Pty) Ltd and others In re: Hyundai Motor Distributors (Pty) Ltd and others v Smit NO and others [2000] JOL 7338 (CC), the

Constitutional Court held that –

“Neither counsel addressed argument on the question of whether there was any difference between the privacy rights of natural persons

and juristic persons. But what is clear is that the right to privacy is applicable, where appropriate, to a juristic person.”

what this means is that when, for example, an employee unlawfully accesses or steals proprietary company data, it is not merely a

criminal act or an internal misconduct issue, but a data privacy issue. Depending on the facts, it could also constitute a cybercrime issue.

We say this because the Cybercrimes Act 19 of 2020 (“Cybercrimes Act”) makes provision for theft of incorporeal property.

Of note also is that the theft of company data constitutes a data breach (also called a security compromise). To this end, the High Court

recognised that there was a theft of incorporeal property – in other words the intangible (personal) information that belongs to Technical

Systems was acquired by an unauthorised person. Section 22 of POPIA has a wide meaning as to what constitutes a data breach. A data

breach is defined as “any unauthorised” access or acquiring of personal information. When a data breach occurs, it is important to

remember that there is a duty to report the breach to the Information Regulator and to the affected data subjects, by the entity who suffered

the breach (also called a responsible party).

Companies must recognise that their personal information including their incorporeal property is invaluable and is similarly worthy of

protection as that of any individual. This includes protection in terms of POPIA and the Cybercrimes Act.

POPIA provides for a clear definition as follows –

“personal information” means information relating to an identifiable, living, natural person, and where it is applicable, an identifiable,

existing juristic person…”
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